amd64, renoir, crypto_kem, key size, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

https://bench.cr.yp.to

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

215
/-hqc2563
[frodokem1344 ,shak
256, Mnge1s2 P i rodoken1d4d(aes, shake)
011011256, Mllhqc1281\ \ Mllhqc1921 / / 7 _ _ —EEingcs62 _ _ — —lilingc2s61
hgcrmrs192 - _ - _ ==
newhopel024cca -hqc128r0und4\ \ C1\9- qd \ | / // - - == -
\ - \  EElhqc19grounds, \ \ / e Ny - _ — — — — —EEfrodokend76
214 rolloii126x \ Wnqet28y \ \ \ e O e T T T e T T
N \ EEICH cdakéncpab2, \ \ o — _ _ _ _ — —Jlllfrodokem976 (aes, shake)
EECHRi 125, N \ N NN (R | i S
G cdakencpa3?2 \ / T =i - - = = - — = _
ntrulpri013 \ PEPASA N\ \ \ \ \ \ | _hqc256round4 - = - —linqernrs256
AR \ P _ —Hliedaken52s1 - _ _
A \ \ A \ ‘ - —Jllfrodokem640 —HIGH 5015 ken0d
El1ac256+ N \ . \ \ \ N / - — - ==
N ° \ BRRACTIESIZE, \ ° Lo B rodoken640 (aes, shake)
Ve / rodokem aes, shake
ll1ockerss N N\ \ \ \ & — — — -
213 N -\ N \ » / D et e G 51 3ken0d
~ Lotker6y - T T = = — —
N \ \ Ellhge1922/ e - = - - - — I _ _ o o
A \\ \ P - = = — — — — —lledakem5264
N - = - - = -
Il iresaber2< N \.b \ Il cdaken32s1 o _ — —fllledaken53sl
~ 5n11kem0d e
N ntrilpees o \ pe . Ecen em._ ___________ = —Mlledakem54sl _ _ _ _ — — — [l cdaken5364
~ AN —
A\ - T T = = = = -
Hl1ocker3< - ~ N \-rqci% - — — _ . _ _ - -z :-_leiakﬂrﬁ)%m ___________
- —fll1edakem33s1
912 TEltaciox D G kel3 - - _
: - : e :
Hlllocker2~ - > > - _ U lcda®em3z64— — — _ _ — = — —lledakem5464
~ A J — [ - = = =
5ndbkem0d — T = = =
EECHr50d kemod~ ~ o ~_ — —Mlcdakenizes — — — — — — — — — —llCH 1 edakencpab3 T T — — —Elliedaken34sl
- ~ - =
rulpr85% [ - — — — — —— - - - - = = = = — — —Jllledakemn3464
ntrulpr761 o \p - /-lockerQ I
~ - _ - o — —ll1edaken13sl T T T T —m = = - - o
ot riTped591761~ - - ' —edakem1364 ~ 7 7 7 — — — —@Hledakencpabs
211 El1ockera~" : e T T e e LT T T T T T T T T T T T T tedatenitsl nceliece6960119pc (,£)
el > TN N N e - - — — — L —JlGH1 edakemcpa33
ntrulpré653.
____________ celiece6688128pc(,f)
— — -1edakemcpa3£ — T — — — — —jlledakem1464
WMl1aci28—
3bears1248r2cca, 3bears1248r2ccax, [fll3bears1248r2cpa, [Bll3bears1248r2cpax
-1ocker1~ —
10 T T G =
2 ikell Intskem13136
1i 460896 (,f)
MG 5nd 1ken0d— G 5ndskensd— kybor (,908)1024 nceliece |
- - - sntrup1013 |
mceliec6688128(,f)
|
Mlntrukendd3— — — — |
-rSndlkem410ngkey~ — ears936r\2ccax,.-3bear5936r2cpa,-Bbears‘336r2cpax |
~ -~ liece8192128pL(,f)
_____ | S _ + mce pe (,
9 EECH:Sndikensd— — — — T T I T = sntrup953 T I
2 | S GH edakencpald P ~
-sikep751comp\ — ’ | | ™~ - —~ _ ~lIGEl 1 edakemcpal2 |
BEE5ndOkem2iot— — — — . __i__ : ‘s ’ ’/ | | ~IlCH1edakemcpald™ _ |
/ | ~ celiece460896pc\(,f)
/ T~ 01101256 I
I J ) I ntruhps4096821 rolloi2s
ikep6l0comp— — — — — !
s ikep610comp / / ;o | | kyber (,90s) |
P s/ ;o | I
28 e sl P | Sntrupss7 Bt skoni264y é
- /
i » / | | AN
s ikep503comp— 4 / / / / N\
7 /o / I ! N
7/ mceliece348864pc(,f) N
/ | |
% Lo / \
7 / / / I | AN AN NElIntrukem743
. v -sikepf}i()/ N
llsikep434comp p / / i | | N\ “NEEIGHI5nd5kem5d N N N v g
27 ;5 kep503/ / / I N < s aver? mceliece348864(;f) ‘® o celiece8192128(,1)
e
; / / sikep751/ ! ;
s ikepd3d , Mllsikep ‘ NEEICHIr01101192 ncelidce6960119(,£)
IICH 1 ake2 ntruhps2048677 v
G ke Mlntsken1380”
26 : ; : : : :
25 26 27 28 29 210 211 212 213 214 215 216 217 218 219 220 221 222

20251117

223



