amd64, cubilO, crypto_kem, dec time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

https://bench.cr.yp.to

“Il€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

215 . .
/-hqc2563 _ —llfrodokem1344aes
—
G50 1 3kem0 Ellhqc256< _
4 ~ / _ ~llnge2562 - - —— — — — — —— — — — —Hllf rodoken1344shake
sntrupl277, trulpri277 | llngc1922( N ~ - / _ ~ . _Jitrodoken976
~ -
trulpy4591761 ‘ IIGH - 5n15ken0d— N ~e .d - - -
14 - ‘ g o
2 ntrulpriois | | Ty N 'S e T PUEMEIS T an e —llf rodokem976shake
-newhope512cca\ -th192round4\ = \; N [} « > ~ e _
= 1591761 N N N N > — — —Jllfrodokem976aes
t
sntrup \ \ _newhop41024cca N N . N N N ~Mllhqc2561 _ BBl rodokens40shake
kyber1024. | N [ N _ -+ MMl cdeken32s1 L == —ll1edaken52s1
| Q \-hqcrmrSZSG — T = = -
| | Ellhgc128, N N | N\ .« - - v .-
AN <
| ¢ \ o I*\ \\ *\.\ N N /-ledakeg\,wsl == —llrqc256
13 \ “NEllhqc256round4 /< L T T T
2 5n11kem0d [ N qessbrounde T e @ e
ntrulpr761. | /-r n em \ \ \ \ N /-led}ke/mcpal’&/ d .- e _ —illledaken5264
| / -hq5128\round4 / \ \ \ - = - - -~
I \ \ Mlltrodoken640aes [ 4 i — —llledaken53s1
[BH3bears1248r2cpa Iy JECH:5ng5ken0d: 4 Y / — - _ _ _
| , | / [ \ \ WMl rodoken64g v - Tt -
Y - - —
kyber90s102 | ¢ | » | | \ \Wlngc1921 /o o — — — — —Mmcafenz2es — _ B —Jll edakem54s1
bea: 5936r2ccax/ | / o — ~Hllledaken5364
sntup857. 7 / ® / / -hqcrmr5192 y e o - e
2 I Elgered < T e S ~
3beays1248r2ccax / 7 [ SIS -~ T~ — —Elliedakensa6a
< - -
/ VE S [ N - - _ -~ _
[BBIbears1248r2cpax #hqcum , g8 o T — T~ - =~
- % — T~ ~ - -
ntrubrss0t 3bears1248r2cca/ Bl cdaken1264 - — -e / o - ~ ~~ =~ - \-1edake7ncpa52\
/ 4 o o T - T = ~ - =~
[BRlI3bears936r2cpa: i ac25¢ __ e e - ~N -~ ~ N - _ 2 ~Jill1 cdakem3364__ - ~Jll1edaken33sl
Y Wolloiiier — — - N ~Hllro110ii256 \\0\\\\ ~ _ =~ S~
rolloii — Ny ~ ~ —~ -~ ~
211 kyber768 : o J : = -® ' LN e, VN> RS T ~lllsdaken34s1
_ - * NN ~ ~ ~ ~ \\ - ~ ~ _
[BHl3bears936r2cpax / Mlrollo0iil2s— / ° NN [ § ~ ~ S~ T~ ~lICH1 edakemcpa53
/ / < NS ~ “lllockers ~ - -
-led/akemcpa12\ P r | \ \ NN .;\\ ~ _ N ~ o T - ~
/ AN -~ ~ ~ ~ ~ ~
/Mot ruken743 N | TR OSSO ~ N ~ ~CH edakencpasd
kyber90s768 trup761. ElCHvikel 1 / NN < ~ ~ >~ .
P | \ \ - ~ Il edakem3464 :
/ | LY ANERNEN ~ - ~ ~ ~llCHEbikel3
\ Ilh4crmrs128 / | \ \ .\\ NN N ~ - - ~ ~
10 [BRl3bears624r2cpa: bl P g | N NN ~ ~ . ~
2 01101192 \ ~Elllockers ~
\. / ’ \ P e ’ ./- } | \ N\ N NN DY N >~ ~ I - ~lllocker9
-Bbear3624r2cpax/. J \ L / | \ *\ NN NN o N >~ N <o
NN N ~ ~ ~lllocker7
e /7 \Wiac192 e /" EEedaken13ed I \ \\\.\\ N  “EElSdakeni3sl ~_
kyber90s512 /7 BGH cdakencpald” / e | \ \ N N N N ~ N ~Ell1ocker5
/) e BGE. odakencpais/ \ ' A U N ~Eiocker3
/ ~—Jlntrukem443 | \ \ \ N - _ _
/ ) ECEr 01101256 | \ Vg BN Il edaken14sl — )
9 kyber512 / celiece6688128pct : \ \ N \ N—— —llsikep751
/. mceliece6688128pc - \ A \ \ ocker LY
mceliece§960119pct \ 1eda§em1 64 \ \
/ mceliece8960119pc mceliece8192128pct @& | \ vy \ “Elllocker2 N N\ N .
\ \ \ ~
sntrup65 pcelieck696011 mcelieceSlS{zlzspc\ \ \\ v N . N N S
N N ;
ntruhps2048677 r5nd3kenod/ \ \ \ \ Vo \ \ N * N “llsikep751comp
rceliece6960119F nceliecd6688128F \ \ Vo \-1ake3\ e AN \ N N\
3 \ N N\ \
2 « EEc: \ \ N\ N .
mcel/iece460896pcf \ la]‘(el \ \ * \ N N \-slkeptﬁ‘oiomp
ntruhps2048509: / mce11ec9819\2128 \ \ \ \ \ \ \ \ N N
/ \ \
S I / ) , - N \ \ B obkert \ \ h AN \ills i kep610
-r5nd1kem4lélgkey/ / / / mceliece348864pct meeliece68s6128 \ \ \ \- . N N
7 7 , / N N \-rolloi%28 \ \ . sikepd3¢ N
v Y \
ICEr 5nd1ken5d . / / -1a‘r5nd5kem5d N \ -ledake\ncpaSB \ \ \Ellsikep503
7 / T~ N \mEc:
2 BECH-5nd3ken5d” p mceliece348864pc o = ot sicen 1380 \ ledakem?pa34 \
~ i 96pc s i kep503com
G 5nd0ken2iot” > , \ mcE ke \ P P
~ nceliece8192128f AN _sike 434com
mceliece348864f o celiece460896f & ~ - “Mllntskem13136 P i
mceliece460896 “~llntskem1264
mceliece348864
26 : ; : :
211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228

229



