aarch64, pmnod145, crypto_sign, key size, signature size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Space (bytes) for a public key (crypto_sign_PUBLICKEYBYTES).
Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).

219
218 picniclbfs,

picnicl3fs .\

picniclbur
pixnicl3ur
217 \
mqdss64
picnic215fs
mqdssé:
216 ; .
sphincsf256 (haraka,sha256,shake256) (rokust,simple)

picnicllur/.

15 . :
2 picnicllfs/.

picnic 3fs/

tesla3p

214 sphincss256 (haraka, sha256, shake256) (robust,simple)
sphincsf192 (haraka,;sha256,shake256) (robust:,simple)
1uov646833
sphincsf128(haraka,s shake256) (robust,simple)

1

2 3 sphincssi192(haraka,sha256 ;shake256) (robust,simple)
dilithium3(,aes)
dilithiumé(,
picnic2lits ilithiund(,aes) ‘\
212 1uov8086399
sphincss128(haraka, sha256,shake256) (robust,simple) tesla3f
211 dilithium2(,aes)——————@ ‘\
qteslalp
/. luov8117404
qteslal
210 tesla3ds
rainbow3b
falcon512dyn- 1uov4849242
ainbow3c
29 bluegemss256
faflcon1024dyn/
rainbowlh, rainbowt
falcon1024tree
28 redgemssip2
1uov890351 fainbowlc
falcon512tree
redgemss256
27 1uov86325
& ainbowda
26 & rainbowla
bluegemss192
gemss128 redgemss128
gemss192
25
bluegemss128

24

2-1 20 2! 22 23 24 25 26 27 28 2°

210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227

https://bench.cr.yp.to

20201206

228

229



