amd64, samba, crypto_kem, key size, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“Il€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

f Fodokem1344 (aes, shake)

215
thc2563
ElhGc1921\
[hqc256
-hqcrmrsl28\ N _hq<:1922 / P Mg I —lihqc2562
Mlihgc128roundd, \ Mllnqc128, N Elhqc192 | I - - =
N N - - S ——-hqc2561
Mllrqc128 N N llhqcy92rounddy N \ | 7 - - == . _ — — — —Erodokem976
. \ \ - - == - === — — =
214 Wl evhope1024ccay : > *blkel‘g\ N A -hqcrm{5192\ N I o == @i
N N \ \ N N \ | o _ _ hd £ rodokemn976 (aes, shake)
N Elv110112561 N Ellcqc192 N\ AR o T T e s — — — — -~
ﬁrqlloiiiQQ\ N N 3 \ \ irqc256\ N N N I T - - . T T T T e = = = = —llhqcrmrs256
N N \ \ \ N < N NS \Mllhqc256rounda - — _ _
\-1§d3k9m®a32\ N\ \ \ NN S __ —flledaken52s1 —lGH 50 15ken0d
Ellocker6, N N N \ \ \ N NEEEN )
N N N A N ECHE:RuiikenOd N S S o e e it — [l rodoken640
trulpr953 N . \ AN
ntrulp -rollo\11128\ N AN N N ® frodokem640 (aes, shake)
213 ETPNTEIIRN \ N\ N T T T T T -
\ NN A O cdaken5264 T e - == —GH- 511 3ken0d
NN \ S - - —Hll1 cdaken53s1
IlICH edakemcpal2s Ihqs1281 - — — _ _
N AR N « - - - — = — — - _ __
N e N T T == - —‘;—_—‘—_"—*—-ledakemfﬂsl
\ - - — _
N N ‘® ‘ _ —lledakem32@t — _ _ i _ __ — 1 cdaken5364 —Jll1 edakem54s1
N
ledakemcpa52< - — — - — = - - —-—-— —— = = = = — = = — = — — = —fll1edakem33sl
1 EGE0110i256- NN\ !!h A J - — _ _ _ _ _ _
: >~ A\l edakem12s1, ledakem1264 : T T T
2 Wl ocker3— % >~ N h o \ \ _ ~Aedaken - — — - ___ T T T — — — —Jliedaken5464
"~ ElLacio2 < o N e - —Jll1 cdaken3364 - Hedekenstel
~ - e — i - edakem.
S ~ NN N o — & — - - - e —JlICl1 edakemcpa53
- ~ ~ ntrulpri277 o _
ntrulpr857. =~ > o T T T — —
_ —fllledakem13s1 — — — __ e —_ - — _ _
— — —JlGHedakemcpa54 —  —jlllledaken3464
_ —l1edaken1364
11 G r5ndSkem0Od— - — = - === = —Jll1edaken14sl
2 Elliockera~ T e WG mceliece6960119pc(; 1)
T Eruhps4096821
6821- —Jll1edaken1464 mceliece8192128(,£),
Elntrulprds91761— —
ntrulpr76i - sntrup127? — — —JlCH1edakencpa34
Mliockerd— — — — — — — — __ _ _ _ _ _ T _——
10 3bear51248r2<:ca,3bear51248r2ccax,-Sbears1248r2cpa,-3bear51248r2cpax
2 - == mcaliece8192128pc(,f)
Wliacios— — —
trulprés.
ntrulpr kyber (,90s) 1024
ElGHE-5ndikem0d— — — mceliece6688128(,f)
t 1013
B ake2— — — — — — — — = — — — — — — — snrup mceliece6688128
3bear5936r2cca,Sbear5936r2ccax,-3bear5936r2cpa,-Sbear5936r2cpax
29 ElCA5ndikendlongkey— — — — T e — E 4 / ~ _ - -
— - -~ . - —
Mllsikep751comp— \—rSndlkede ’ / / >~ =~ < _
- - ~MlCHedakencpald  —
L% o T
-sikep503 _______ —/ '—/ : — // / | \-ledakemcpaIS
- o 2/ / /o sntrup857
IGEl-5nd0kem2iot— P - R, / / | -ntskem1264\
—
i o s s/ /Y \
28 s ikep610comp— > i Sy / l
_ / nceliece348864pc(,f) \
- i d /oy / i N AN ~ kyber (,90s) 768 \
g s /oy P « EEGE:spdbkensd>
llsikep503comp— / / i / / | N N N A
/ /
/ / / ! | 4r2r:cax,-Sbear5624r?!:pa,-3be;rsQ24r2cpax \
/ / , , / | N\ N N mceliece348864(,f) \ | §
= p/ / _lakel F / | | \-rolloilitr“ke“ﬂ‘l?’\ \ ~
sikep434com R N ~
27 / / -r011b1128, sntrup653 “Hllnevhope512cca ° ™
i /
s kepads / -ntljukem443/ ntruh; 52\0 8677
pS204¢ )
/ Elsixe 751/ mceliece460896(,f)
P kyber (,90s)512 G 5nd3ken0d )
. / rondoxen celiece460896pc(,f)
Mlls ikep610 ntruhps2048509
26 .
25 26 27 28 29 210 211 212 213 214 215 216 217 218 219 220

https://bench.cr.yp.to

20240108
-ntskem13136
|
/
|
|
|
|
|
I
|
|
|
|
mceliece6960119(,f)
“Nlllntskem1380
221 222



