amd64, know, crypto_kem, enc time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

“I€1" means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive. “Hll’ means that the SUPERCOP database does not list constant time as a goal for this

https://bench.cr.yp.to

implementation.

215
e 192rounds /Mlingc1922 Mllhqc256 _ - ~Hlinge2563 W rodoken134a
yZ _ [ rodokem aes
Sbearsi248r2ceax I cdakencpas? | JEl1edaken32s) EEIGH5n1Fken0d - _ - e
e — o — — - —
1ac256 c2p6round4 / - - = - - _ _ _
Il 2c256, \ Jllhqc128roundd / . /128 Jloqe2p / P s  _EEhgeose? — — —Ellfrodoken1344shake
X h \ ’ / - e 1 / o - - _ _— —lifrodokem976aes
1 -blkell\ \1edakem1264\ -ledakem3264\ | | l / / 0’._ - - ==
2 3bears936racca: | [ GHbixe13 : ; / o ee—— o _
-ledakemcpa12\ | . | I I ¢ / .\.:\ T -l T = T T T e == — -
_}111&5 \ | / , - - — — — —fllfrodokem976shake
! / T~ Tt - e
ntrulpros3 I | \ L bhgcizsr o > - _ - - _ _ ~ — —Ellfrodokem976
\ | [ = -
\ / / - “~EEICHIr 5n15kem0d - _ —
\ F1édakém3364\ | (N / N S ~ - _ -~
\ | | \ \ ‘ I / . e e e = - _ - _ ~llhqcrmrs256 ~ —llhqc2561
| \ AN N> S~ T = - =L
trulpr857. | | / N ~ - - B
13 B \ I N DRRNEN ~ - e S
2 e I-leﬁakemzsl | j o N NN e < - =
ntrulpri0y3 \ | \ \ 1edaken5264~ e N ~ -~ — — ==
\ [ / \ | N N i ~ _ ~ ~ —Elihgci92 — —Jllfrodokem640shake
~
kyber90s1024 | gy _1e¢akg\m1351 ¢ ¢ o MMicaarensast | > il T~ =~
~ ~ ~ ~
newhopeb12cca. | | 1 / \‘ e & - — - —Hll1edal eﬁ{&} N N ~ <N ~ - i = ~ll1edakem52s1
snt: \ / N ~ ~ ~
/ ~ o rqc192 N N ~ ~ ~
1 | HledaldemcpaBZ/. \ \ NSl %~ N ~ ~ ~ ~ ~
2 R J \ N o Nl ~ < < N ~ R <
sntrup953 \ -!17d§{e/mcpa54\ » N ;\\ ~ _ ~Jll1 cdaken5464 - ~ N ~ - MMt rodokemB40aes
~
v \ \EC: Sod T~ N ~ ~ ~
\ " / \ -~ — Pt trenod, 1 > S -ledak:mS\le ~ ~ ~Ellrqc256
‘ | o — - \-ledakemgésl\ < ~ ~ N ~ N
Mlotrulprasol7ei~ IS / ° &~ T == SO ~ ~ ~ ~
trup857- -
sntrup \ ’l ‘ 1 cdakeni3ede, ~ \\ ~ _ \_leda.liemqpa\EB\ N ~ o _ ~ © \-frodokbmftlo
- ~ ~ ~
\ - 3 > ~ =~ ~ > - ~llledaken33s1
211 . pe - /-ledalimllisl\ N - \-ledak%)fi464 - ~ A < “Mllhqc1921
truhps4096821. ~ ~ ~ ~ ~ > N
pLruips ~ “Ellrolloiito2 o« SO N e ~
~
kyber90s768 e & — — — — o _EEicdakentdss o > ~ ~ S O Oilllrgeize “Mllqernrs192
-~ — ~ ~ ~
— ~ ~ ~
— o ~ ~ ~
o —IlICH1 edakemcpadd L ~ - - N ~ - “~Mllhqcrnrs128
- o Bl1ockera~ - N ~N> - \-rollx)iiQSS\ ~
ntruhrss701\. ~ — e NN ~ J ~ - ~ -sikep751\
3 8 - T~ NN ~ ~ ~ ~
sntrup4591761 (% I T~ < NI = ~ oo > h ~ ~ \
210 > e o o < ~ ~IICH 55 ken0d N < < ~ T OcKeTD
sntrup761 — » o« N ~ - ~ \Elllockers -~ > G > N >~ \ /Mllsikep610comp
ntrulprés. y o N N o N o = :~ - N ~ N “Elllockers N \ /
ntruhps2048677. N ~ ~ > =~ N b h h =~
p V. 3bears936r2cpa N o ~ - ~ N ~Ellotkert N . ~ “Elllocker? ~ ocrers \ /
» LN N N N D - >~ ~ _ N N ~ - i \ /
N A § ~ ~ N ~
sntrup6s / e - N \‘Ksndsk;nsq DN > SO “EEEHronoizss | N . //
oo - ~ NN ~ ~ N ~N ~l1ocker6
9 - > ~ > 01103198 - : ~ N s ikep610-
2 kyber90s512 ~ ~ - ~ N CHEC:- <& N ~ ~ ~ N \-lockerB N i J /
- ~ N
ntruhps2048509 4 ~ S ~ > o N N o N o T A “Ellrol10ii128 //
jofe] ol1
. ~ ~ ~ ~ N NN >~ ~ & — _ENikepso3 »
—~— ~ ~ ~ sikep!
—EECHr5ndOken2iot > < > \-iaiel NN N ~ . ‘/ ;
kyber512: i ~ ~ ~ N >
mceliece8192128pc mceliece819}12§pcf ~ N N Ny ~ - ~ - ~ 1 oke3 ’ /
Sbearsés nceliecé6688128pct Cokent3136, ~ ~ S N o O~ ~ I . /
e ~ ~ . ~
28 3bears624r2cca mceliece8688128 \. "o - > ~N \-IOQ.01128\ > N > I \ !
P - » mcelieceB688128pc  ~ N N N S | /
mceliece6688128f ~ ~ N “NEEIGEIr 5xd3kem0d ? \
- ~ ~ N e ~ | Mllsikep751icom /
- mceljece460896pct mceliece6980419pc ~ N ~ >~ — | P P
-3bear56‘f4r2(:pa.x - ~ > > rondSkensd
9 _ ~ \-ntruke}AiB N | | \
Bl1ightsaber2” ~mceliece460896pc ~ N .
- nceliece6960L19pct AN “ElGH1 ake2 | I "l kepso3conp
G -5nd 1kem5d~ mceliece460896f =~ = ~ Mt ruken743 | l
o7 nceliece348864pct o0 * T S s 1)ep434 !
. . - r5nd1kem4longke;
mceliece348864pc ) | mceliece8192128 - _ SimEc: gxey Wlls i kep434conp
mceliece460896 14 6960119F ~
mceliece348864- | celiece - ~llntskem1380
-ntskem1264 13 5192108¢
cellece
mceliece348864f
26 : : :
211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227

228

20251124

229



